
Agency Privacy Requirements for Noncriminal Justice Applicants

Authorized governmental and non-governmental agencies/officials that conduct a national fingerprint-based
criminal history record check or an applicant for a noncriminal justice pulpose (such as anployment ol a

license, immigration or naturalization maffer, security clearance, or adoption) are obligated to ensue the

applicant is provided certain notice and othel information and that the results of flre checlc are handled in a
manner that protects the appiicant's privacy. These obligations are pursuant to the Privacy Act of 1974, Title
5, United States Code (U.S.C.) Section 552a, and Title 28, Code of Federal Regulations (CFR), Section 50.72,
among otlrer authorities.

. Officials must provide to the applicant wttten notificationl that his/her'fingerprints will be used to
checlc the crirninal history records of the FBI.

. Officials must ensure that an applicant receives, and acknowledges receipt of, an adequate Privacy Act
Statement when the applicant subrnits his/]:er fingerprints and associated personal information.'

. OfEcials using the FBI criminal history rccord (if one exists) to make a determination of the
applicant's suitability for the employrnent, license, or ofliel benefit rnust provide the applicant the
opportunity to complete or challenge the accuracy of the infolmation in the recold.

. Officials must advise the applicant that procedtues for obtaining a change, correction, ot' npdate of an
FBI criminal history record are set forth at 28 CFR 16.34.

. Officials should not deny the employment, license, ol' other benefit based on information in the
criminal history record until the applicant has been afforded a leasonable time to corect or complete
the record or has declined to do so.

. Officials must nse the criminal history record solely fol the pulpose lequested and cannot disseminate
the record outside the receiving deparirnent, related agency, or other authorized entity.3

The FBI has no objection to officials ploviding a copy of the applicant's FBI criminal history record to the
applicant fol review and possible challenge when the record was obtained based on positive fingerplint
identification. If agency policy permits, this corutesy will save the applicant the tirne and additional FBi fee to
obtain his/l:er record directly fiom the FBI by following the procedures found at 28 CFR 16.30 ttuough 16.34.
It will also allow the officials to make a rnore timely determination of the applicant's suitability.

Each agency should establish and document the process/procedutes it utilizes for hodwhen it gives the
appiicant notice, what constitutes "a reasonable time" for the applicant to corect or complete the record, and

any applicant appeal plocess that is af[orded the applicant. Such docunentation will assist State and/or FBI
auditors during pertodic compliance reviews on use of criminal history records for noncdminal justice
prlrposes.

If you need additional infonnation or assistance, contact:

Connecticut Records: I Out-of-State Records:
Department of Emergency Services and Public Protection I Agency of Record

State Police Bureau of Identification (SPBI) I OR
1111 Country Club Road I FBI CJIS Division-Summary Request
Middletown, CT A645'7 I tO00 Custer Hollow Road

860-68s-8480 Clarlaburs. West Vireinia 2$A6

I 
writrcn notilication inchrdcs clcctronic noti6cation, but cschrdcs oral norificarion,

: Scc https//snnv.lbi.gov/scrvices/cjis/conrpact-council/privac1"sspsg61glr.n1
r Scc 5 U.S.C. 55?0(b):28 U.S.C. 534(b);34 U.S.C. g 403 l6 (fonnerly cired ns 42 U.S.C. sq 14616), Arriclc lV(c); 23 CFR 20.? l(c),20.33(d), 50.1?(b) and 906.2(d).

Updalcd 05/l0D0l7
No[-substantivc [pdalcs incorpordlcd in Janmry 2018



Noncrirninal Justice Applicant's Privacy Rights
As an applicant who is the subject of a national fingerprint-based criminat history tecord checlc fo| a noncriminal

justice [,u'por" (such as an application fol ernployrnei:t or a license, at.r immigration or naturalization matter, security

clearance, or adoption), you have ceftain rights whiclt are disct"tssed below.

. You must lle provided written notification a by that your

fingerprints will be used to check the criminal history records ofthe IBI.
. you must be provided, and acknowledge r.eceipt of, an adequate Privacy Act Statement when you submit

your fingerprints and associated persJnal informaiion. This Privacy Act Statement should explain the

ar.rthority for cotlecting yogl' information and trow your information wiil be used, retained, and sharcd' 
s

. If you have a crirninal history record, the officials nraking a detet'rnination of your suitability for the

",r,ployrn.nt, 
ticense, or othei benefit must provide you the opportunity to complete or clrallenge the

accuracy of the infounation in tlte record.
. The officials rnust advise you tlrat the procedures for obtaining a change, correction, or update of yottr

criminal history record ale set forth at Titie 28, Code of Federal Regulations (CFR), Section 16'34.

" lf you have a crirninal history record, you should be afforded a reasonable amount of tir:ie to corect ot'

complete the recorcl (or decline to do so) before the officiats deny you the employmen! license, or other

benefit based on inforrnation irr the crirninal tristory record.6

You have tlre right to expect tlrat officials receiving tlre results of the criminal history record check wilt use it only

for ar.rthorized purposes and will not retain or dissiminate it in violation of federal statttte, r'egulation or executive

order., or rule, procedlrre or standard established by the National Clime Prevention and Privacy Compact Council-7

If agency policy permits, the officials may provide you with a copy of your FBI criminal history recotd fot't'eview

ana possiUte chailenge. If agency policy does not permit it to provide you a copy of the tecotd, you may obtain a

copy of the recold Uy suUmitting fingerprints and a fee to the FBI. Information regarding this process may be

obtained at https://www.fbi.gov/services/cjis/identify-history'summary-checlcs.

If you decide to clrallenge the accuracy or cornpleteness of your FBI criminal history record, yott should send your

challepge to tlre agency that conh.ibuled the qiestioned information to the FBI. Alten:atively, yoLr may send your

challenge directly io tire FBI. The FBI will tlren forward your chaltenge to the agency that conttibuted the questioned

informalion urd ,"q.,"st the agency to verify ol coffect ttre challenged entry. Upon receipt of an ofiicial

communication fi.orn tlrat ug"n.yl the FBI will make any necessary changes/corections to yottt'record in accordance

witlr the informatiorr supplied by that agency. (See 28 CFR 16.30 through l6.34.)

If you need additional information or assistance, please contact:

Connecticut Records:
Department of Emergency Services and Public Protection

State Police Bureau of Identification (SPBI)
L111 Country Club Road
Middletown, CT 06457

860-685-8480

Out-of-State Records:
Agency of Record

OR
FBI CJIS Division-Summary Request

1000 Custer Hollow Road

Clarlrsbure. West Virginia 26306

Applicant Signature: Date:

r 
writ(cn notiticatiou iucludcs elcctronic notilication, blt cschtdcs oral nolificalion,

I hltps://wrnr,.fui.govAeruiccs/cjis/courprct-counciUprivacy-act-shtctncot
6 Scc 28 CFR 50.t2(b)., i.i S US.C. sSzaibi; 2S U,S.C. s:,r(b); 3a U.S.C. g 403 I 6 (fonnerly cired !5 4? U.s.C. S I 46 t 6), Articlc lv(s); 25 CFR 30.21 (c), 20.33(d) and 906.?(d).

Updiltd 05/10/2017

Non-sllbstonliYc ilpdatcs incoryoralcd in January 201 I



FBI Privacy Act Statement

Tltis privocy act statement is locoted on the baclc of the FD-258 fingerprint cord.

Authorify: The FBI's acquisition, preservation, and exchange of fingerprints and associated
infounation is generally authorized under 28 U.S.C. 534. Depending on the nature of your
application, supplemental authorities include Federal statutes, State statutes pursuant to Pub. L.92-
544, Presidential Executive Orders, and federal regulations. Ploviding your fingerprints and
associated information is voluntary; however, failure to do so may affect cornpletion or approval of
youl application.

Principal Purpose: Certain detenninations, such as ernployrnent, licensing, and security clearances,
rnay be predicated on fingerprint-based background checks. Your fingerprints and associated
infounation/biornetrics may be provided to the eraploying, investigating, ol otherwise responsible
agency, and/or the FBI for the pulpose of cornparing your fingerprints to other' fingerprints in the
FBI's Next Generation Identification $IGI) system or its successor systems (including civil, criminal,
and latent fingerprint repositories) or other available records of the einpioying, investigating, or.
otherwise responsible agency. The FBI may retain your' fingirprints and associated
infonnation/biornetrics in NGI after the cornpletion of this application and, while retained, your
fingerprints lnay continue to be corapared against other fingerprints subrnitted to or retained by NGI.

Routine Uses: During the processing of this application and for as long theleafter as your fingerpr.ints
and associated infounation/biometrics are retained in NGI, your infor:nation rnay be disclosed
pursuant to your consent, and rnay be disclosed without your consent as permitted by the Privacy Act
of 1974 and all applicable Routine Uses as may be pu'btirh.a at any iirne in the Federal Register,
including the Routine Uses for. the NGI systern and the FBI's Blanket Routine Uses. Routine uses
include, but are not lirnited to, disclosures to: ernploying, governmental or authorized non-
governmental agencies responsible for ernployment, contracting, licensing, security clearances, and
othel suitability deteiminations; local, state, tribal, or federal law enforcement agencies; criminal
justice agencies; and agencies responsible for national security or public safety.

As of 03i30/2A18

Applicant Signature: Date:


